ISCA MASTER CHART

A. Information System (I.S.) B. CONTROL C. AUDIT

Chp #2
LS.
Concepts

Chp #5
Development &
Implementaion of
I.5.

Chp #8
Emerging
Technologies

Chp #1 Governance
& Management of
1 o).

Chp #3
Protection of
eSS

Chp #7

L.T. Regulatory

Issues

Chp #6
Auditing
of LS.

BRS.
MILS.
D.5.5.
EIS.
Expert System
0.A.5.
System & Info.
Manager
Ammendments

& Others.

- Basics

- Soffware
Development
Approaches

- Software
Development
Life Cycle

- Auditor's Role
in Software
Development

- Cloud
- 6rid Computing
~BY.OD.
- Mobile Computing
- Green L.T.
-WEB 20 &

Sacial Media

- Corporate Governance
- L.T. Governance
-6ELT.
- Internal Controls
- Steering Committee
- befinitions
- COBIT
-LT.
- Risk Management
& Evaluation

- Cyber Frauds

- Controls
a. Classification
b. General Contols
c. Data Integrity

- Security Controls

- Components of

B.C.M. policy

- Cyber Law

- Standards

- Cyber Forensics

Department

- Audit
(Compulsory)

-CA.T.
- Audit:
a. Physical
b. Environmental
- System Audit
- Effect of Computers
- Why Control & Audit
- IPCC Audit
- Others
a.Layers of Security

b. Audit Trail

b Ovep e

Now available in 115 cities in India

Charts can also be downloaded |
from: www.swapnilpatni.com

Contact No.. (020}-24466748
8011851796 1 9011854340

Swapnil Patni
CA, C5, LLB, B.Com., CISA
- Expertise knowledge in ISCA, IT, SM, LAW
- Presence all over India ot the Age of 29
= Also known s the "Metivational Guru®

Prepared by:
- Harsh Ratan Meghwani

www.officialtah.wordpress.com







PAPA CHART 8B - (CHP 8)

BYOD GREEN IT MOBILE COMPUTING

HOW MOBILE

THREATS BENEFITS CHALLENGES

COMPUTING WORKS

It allows user to
access corporate
services from
anywhere & anytime
through wireless ransmitted d

m sﬁeés Jnfﬂmﬂlan

devices like Laptop , . - -
iPad _ etc. Tt imboves | | 4- Access from Job _ Consumption 3. Security Tssues
s ® 3. Both systems are in
FreuBOOKS N syne 4. Transmission 4. Bandwidth
5.Effective | |4. Process is similar to way interferences
oWshow aworker's desktop 5. Location Intelligence
P =4 6. Power Consumption
IRCvc 76 Rwi,ﬂgag mghmml
ﬁili F B Charts can also be dawnloaded R ﬁ,mmmm Prepared by: .
: B : www.swapnilpatni.com | - Expertise hnowledge in SM - Harsh Ratan Meghwani
[ Swapnil Patni’s Classes | " gaxoupaieek o e henn s | |\Website: waw officialta.com
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PAPA CHART 8C - (CHP 8)
WEB 2.0/ SOCIAL MEDIA

CHAALLENGE BENEFITS OF WEB 2.0
INTRODUCTION ‘ COMPONENTS What Is WEB 2.0 ? : :

SOCIAL MEDIA
FOR WEB 20 IN SOCIAL MEDIA

TYPES

1 Malicious User || MT:ABCSOCTAL || 1.File Sharing || 1. Study Circle

i - 2.Blogging | | 2.5pecialist Group
3. Lack of

Knowledge & By

3. Fine Arts

4. Folksonomy | |4. Police & Military

&shmiﬂfnrﬁmfmn 4. Lack of Amerities 3People coming Closer
online ' ' B. Wiki's 5.Sporting Network

6. Mashup 6. Mixed Network

7 Invetor's Network

8. Shopping Network'
9.Social Contact

' Charts can also be downloaded | _, ¢ mc?:l;.?sm Prepared by:
= Swapyil Patn's Classes | "o sesssmapnipatnicom | £5cbeieoied: ¥y susaw | | - Harsh Rtan Meghwani
available in 115 cities in India OO as1Tae | 307 884340" 3 mmk%fum?aﬁf Website: www.officialtah.com
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MASTER CHART CHFP 8

Challenges What is Grid Computing? ¥
Goals Similarities with Cloud
Refere 84
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PAPA CHART-ISCA (CHP 2) A

—_—

¥

USAGE IN

ACCOUNTING

Any repoeting system is MIS
A bunch of technology
Fraction plays Vital roles
More data = more information

MIS is about use of
computers

Qualitied System &
management stuf f

Suppart of Top level

Quality of output depends
on quality of Inpur

Cannat quickly update

Mot usetul for

Mot useful when
Halding Information

Changes in monogement

Cannal replace managers |

1. Suppart Becision making | |1, Capital 1. Physical
2. Group Decizion Budgeting
3.Flexible / Adoptable | |5 variance 2. Logical
A.Focuses on Decigion | | Analysis
rather than inf 3. Cost Accaunting| | 3. E
5. Focuses on Decision stem
rather thon communication | |4, General
6. Should Evelve over time. | | Becision making
7. Also soly
problems
8. Eoxy o use

(S

26



PAPA CHART-ISCA (CHP 2) B
E 0AS
¥

BUSIMESS

¥ L2
Tmproves Text Processing System
CommunicaTion

Electronic Document
Reduces cycle fime Management System

Enures Accuracy Tele & Viden
Conferencing

Electronic Messoge
Communication System
{E-mall, Fox, Volcemail)

PAPA CHART-ISCA (CHP 2) C
SYSTEM & INFORMATION

Y
¥

ENTS OF BCHARECTERISTICS

MANAGER

AMMENDMENTS

TYPES OF IS
BASED OF

SYSTEM INFORMATION SYSTEM MAMNAGERS

- Top Level Q55 (Operational Business website

1, Elements:
. AbsTract Transparency Support System)
knowledge, After success b, Phrysical Completeness Interaction Middle Level
Soogle & Mi g Avallability M55 (Management
w‘m h:'m ‘:;;:l’ 2. Interactive Rate To achieve common Goal Lower Level Support System) Wholesale & Software & Packoges
Behaviour: Maode Retailing
important for success of a. Open Reliable If one sub-system fails- 0AS (Office | Computer system
argantisation, b, Closed Format others may foil Automation System) (scanners, printers etc)
Valuable
Twe Types of Knowledge: 3. Humsan Valid Priority of System over Specialised System
1. Exphicit Intervention: Adequate sub-systems (KMS, CORE Banking
{can be transferred) . Marual ity & CFIS)
b. Autemated Frequency
2. Tacit Purpose
{can't be transferred) 4. Apphication Level: Updated
a. Deterministic

b. Proboblistic

Financial Service [ Internet & Intranet




MASTER CHART CHP #2

INFORMATION SYSTEM CONCERTS

SYSTEM
&

SYSTEMS INFO.

Charts can also be downloaded Pmpa red bv:

1:’% Swﬂp"il Fat“i's EIESSES from: www.swapnilpatni.com - Harsh Ratan Méghwani

Contact No.: (020}-24466748 o,
Now available in 115 cities in India 9011851796 / 9011854340 www.officialtah.wordpress.com

- CA, C5, LLB, B.Com., CISA
- Expertise knowledge in ISCA, IT, SM, LAW

- Presence all over India at the Age of 29
= Also known as the "Motivational Guru®

Designed By: Swapnil Patni [
)
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LAYERS OF
- il
lSM]]Sl‘lDT _.T ]
«1TF s Operational
o LIS
» Audit Hook
o : AUDIT TRAIL
-_ —— e » It maintains the user's
MT: CAT Objectives afivity on system
..wrs:i;m =% e Itisa kind of
.m Clﬂmb“éd_.ﬁudiﬁ@ PAPA CHART : A Detective Contral
required)
|
= » Detection
» Reconstruction
e Personal
: Accountability
MT: SADSE
s Stability
. Amj_'if'Ti"uil
'» Development
ik FOR PHYSICAL
» Experience FOR
ENVIRONMENTAL  Risk Assessment
s« Control As et
Tl A et Dacuments (Review)
e Control Assessment
o Documents {Make)

f{ﬂ:lucﬂeds LLBBy.B ::nanﬂlil:l Patni “\Tﬂ’ . 4 Charts can also be downloaded Prepared by:

- Expertise knowledge in ISCA, IT, SM, LAW e swa |'||| Fatm g EIHSSES from: www.swapnilpatni.com - Harsh Ratan Meghwani

- Presence all over India at the Age of 29 : p 1 Contact No.: (020)-24466748 T

- Also known as the "Motivational Guru® Now available in 115 cities in India 9011851796 | 5011854340 www.offl(l3]tah-wurd2re55.(l:lm
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WHY CONTROL & AUDIT

|

¥ 3

Designed By: Swapnil Patni Charts can also be downloaded Prepared by:

= oM., 1 N il A = a
~ Experthe noulecos in 5CA, I, SM, LAW "1'. : Swapml Fatm's mﬂSSES from: www.swapnilpatni.com - Harsh Ratan Meghwani

Presence Contact No.: (020)-24466748
= Also | o :"g:.ﬁ:‘?t “ n?%ﬁ:fg Now available in 115 cities in India 9011851796 / 9011854340




* Asking Same Question
to different Personnel

» Asking Same Question
in different ways

e Comparing Checklist
with Work Papers

e Comparing Checklist
with Actual resulis

« Mini Studies of critical
phases

PAPA CHART-ISCA (CHP 6) C

e Plan is very essential
» To decide NTE

* Optimum use of
resources

e [terative
« Auditor should
discuss plan

with management

* Plan should
be detailed

[ IPCC AUDIT ]

Points |

s Understanding of
QOrganisation

= Should focus on Key/
material item

« Maternality depends on
Quantity & Quality

» Should reveal the
exposure of weakness

= Reconcile any difference
between Input & Output

= Planning occurs
throughout

» Planning can be changed

é. Testing is done to check if |

controls are effective

»

e To Prepare reporis,
Auditor is required to
document the evidences
+ Audit Procedures
e Frauds

e | egal Compliances

« Related Party
Transactions

 Future Event Possibilies

Preliminary
Reviews

« Knowledge of
Technology

« Knowledge of Business

» Knowledge of Intemal
Control

# | egal Compliances

¢ Risk Assessment

TYPES OF RISKS:
MT: CID
1. Control

2_ Inherent
3. Detection

Designed By: Swapnil Patni
- CA, C5, LLB, B.Com., CISA
- Expertise knowledge in ISCA, [T, 5M, LAW
- Presence all over India ot the Age of 20
- Also known as the "Metivational Guru”

Charts can also be downloaded

“@ . 1] E . v
[ e Swapnil Patni's Classes)| om . s swepnilpatni.com

Now available in 115 cities in India | 90118517896 / 9011854340

Prepared by:
- Harsh Ratan Meghwani
www.officialtah.wordpress.com
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L & THEIR

PAPA CHART 6 D- (CHP 6)

Boundary Controls

Application Controls,their Audit trails & Audit Trail Controls

Database Control

It establishes interface ponsible for ponsibl forca'mk' ‘Responsible for | | It provide function || Responsible to provide
mmmn{ bringing both data &/ | over physic computing sorting| | that determine the mnmm
-Sysw!\m.u?ww captured & entered ﬁmaﬂm,to;liogbal summarising data available to data in an information
that it has an authentic| | into an application || controls , channel access usersdata format , || system It maintains
user & such users are || system until the controls, subversive timeliness of data &|| procedural data set of
allowed access in time they are || attacks controls , internet how data is prepared rules to perform
restricted deemed valid & working controls: & routed to users || operations on the data to
passed onto other communication help o manager to take
ibsystem within hitecture control audit
“application system. Mnlamml&eulﬂm
P r
m ud‘-&'%x_ J [Websi

40



« Why Contral
« Why Audt

MA

REFER CHART 6B

e Ways of Validation
» Basic Plan
» General Points
» Documentation
+ Preliminary Revews

REFER CHART &1C

« Physical
« Environmental

STER CHART CHP #6

* Types
¢ Advantages
» DisAdvantages
REFER CHART 64

» Collection
« Evaluation )
R.EFER. CHART 6B

+ Skills

» Steps
= Functions
+ Categories
» Standards

REFER CHART 6B

e Layers of Security
« Audit Trail

REFER CHART 6A REFER CHART 6A |

Designed By: Swapnil Patni
- CA, C5, LLB, B.Com., CISA
- Expertise knowledge in ISCA, IT, SM, LAW
- Prasence all over India at the Age of 29
= Also bnown as the "Motivational Guru”®

G”“ Swap!

| Charts can also be downloaded Pre par ed by:

|'||| Fatm g E'ﬂSSES from: www.swapnilpatni.com - Harsh Ratan Meghwani

Comacl No.: (020)-24466748
Now available in 115 cities in India 11851796 / 5011854340 www.officialtah.word press.com
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Alternate
Processing
Sites

PAPA CHART 4A - (CHP 4)

METHODOLOGY /

CHARACTERTSTICS

BCP MANUAL

bl

‘me EMERGENCY bomb blast hua, sara

- Identification of 1.Project Initiation
- Business Impact Analysis || 2. Vulnerability assessment
- Key Employees 3.BIA
- Simple & Understandable | | 4. Definition of requirements
- Redlistic 5. Plan Development
- Backup Procedures 6. Testing Program
- Test Plan 7. Maintenance Program
- Updated 8. Plan Testing &
- Recovery Sources Implementation
- Review existing DRP
- Whether Backup Of fsite
- Methodology

MT: BCP ko Successful
banaane ke liye aur
COMPLEXITY REDUCE
karne ke liye GDL]

1. Continue Critical Business
2. Co-ordination

3.People’'s safefy
4. Succession mgt.
5. Reduce Complexity
6. Min. duration

7. Min. Damage
8. Identify Critical

Line of Business

MT: Weak CCD

1. Identify Weakness
2. Effective Co-ordination
3. Reduce Complexity

4. Minimise Duration

1. Business Resumpftion
Planning (BRP)

2. Disaster Recovery
Planning (DRP)

3. Crisis Management

1. Understanding of
efforts required

2. Commitment from

management
3. Impact Analysis
4. Business Continuity
Teams

5. Understandable

6. Updated

7. Focus on Prevention

& Impact minimisation

What:

It is a documented
description of actions
to be taken Before,
During & Af er the
event of Business
Disruption.

I is expected fo give:
- Assurance fo
Senior Mngt.

- Specify Responsibility
of BCM team
- Anficipate various

‘Types of incidents

PAPA CHART 4B - (CHP 4)

ADVANTAGES

y Management (BCM)

OBJECTIVES OF BCM

BCM POLICY

POLICY

BCM is

important fo
meet
Enterprise
business
objectives &
fo ensure
continuity of
services &
operations of
entfeprise.

1. Proactive assessment

of Threats & Risks

- Tt is a high level
- which guides to make a

1. Tdentify Critical Services
2. Ensure Continuity

- All key Products & Services

have been identified

2. Planned Response

3. Testing & Training

systematic approach
- for disaster recovery
-0 bring awareness
~to fest & review BCM.

3. Incident Management
4. Test, Revise & update BCP
5. Assign Responsibilities

- BCM Policy reflects Priorities
- Capability to control incident
- Updated

- Maintenance Program

- Training & Awareness

- Roles & Responsibilities

52

Page 12




PAPA CHART 4C - (CHP 4)

COMPONENTS OF BCM PROCESS

A. Management Process B. Information Collection Process

Organisation

Structure

Activities In
Implementatio

Documentation

Classification of

Critical Activities

Risk Assessment

(&
STRATEGY

PROCESS

D. DEVELOPMENT

&
IMPLEMENTATION
PROCESS

E. TESTING & MAINTENANCE F. TRAINING

Maintenance

BCM Culture is

Suppor"te.d by:

should be
And appropriate,
authority should
‘be made
Accountable.

‘Responsibilities | |-

" ]}m[mﬁ: of
- Testing
- Review Plan

- Without this,
Organisation Cant
survive.

- Crifical

- No dependency

1. Business Categorization :

~ Vital
- Essential
- Desirable

2. Disaster Scenario:
- Probability
- Business Impact

- To Decide
Priority
of Risks.

4

As aresult of BIA & Risk Assessment, Enterprise should identify the measures
which the likelihood of disruption & limit the impact of Disruption.

- Preparation is
needed to
implement the
strategies for
protecting critical
functions & their
supporting

resources

- To implement strateqgy
exclusive org. Structured
incident management team is

required

1. Incident
Management plan:
- to manage intial phase of risk
- Should be Standard & Flexible
- Support frm TOP Mngt.

2. Business Coninuity Plan:
i. Technical

ii. Business

53

Task determines

following

- To ensure Plan
Version Controls

- Mainfenance Process

-~ Updated

- To make Program
more ef ficient
- To minimise likelihood
& impact of disruption
- To gain confidence
of Stakeholders

- Involvement of Senior
Personnel
- Assignment of
Responsibilities
- Awareness

- Training

Page 13




PAPA CHART 5A - (CHP B)

SYSTEM DEVELOPMENT

!

REASONS FOR

FAILURE

REASONS FOR SUCCESS /

METHCDOLOGY

ACCOUNTANT'S ROLE

SYSTEM

DEVELOPMENT

TEAM

« Lack of senior management
+ Difficult to define exact
* Resistance to change
- Lack of standard & system
+ Lack of user participation
* Inadequate testing &

* New technology
* Under trained staff & over

+ Training plan
+ Divide into identifiable parts
+ Plan for operators & users

« Involvement of management & Auditor

+ Testing
* Reports & documentation
« Formal change controls

1. Return on investment
a) Cost
- Development
- Operational
- Intangible
b) Benefits (efficiency)
2. Cost benefits : Benefits should be
3. Skills : Check if 5/w is developed
as per user's requirements

* Engineers - Coder,
Designer, Analyst,
Tester, DBA
- Auditor
+ User - Finance,
Production, HR,
Marketing, etc.

WATERFALL

PAPA CHART 5B - (CHP 5)
APPROACHES

PROTOTYPE

* Linear
- Rigid
* Traditional
* Business requirements
arz_coné‘fqn‘l‘
+ Changes not possible

* Linear & iterative
+ Waterfall + Prototype

* Large, expensive projects

« High customization

* Skilled project manager

+ Tterative
» Seasonal Business
+ Fast
« Less costly
. Esseriﬁal__ﬁa.a’rur’és-cnly
+ poor quality

* Tterative
- Small / pilot version (Dummy)
+ Identify additional requirements
* User participation
+ Innovation & flexible
« Less documentation & testing

« Tterative
+ Flexible
« Customer satisfaction
+ No standards
+ No documentation
+ Dynamic business

* Linear & iterative
+ Components
+ Seperate delivery
« Slow
* User satisfaction
* Good quality
+ Moderate control

>

76
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PAPA CHART 5C-1 - ITSCA (CHP 5)

SDLC PHASE 1: PRELIMINARY INVESTIGATION
|

Identification || Identification | Delineation | " | Repor“ring to the Internal

Feasibility study control
of problem W of Objectives of Scope | i j management | aspects

a. Functionality a. Resource

To check all
b. Data b. Behavioural carlier steps

c. Control c. Financial are correct.
Eg. : Customer Eg.: Satisfaction d. Performance d. Economic Eg.: Infosys to
Unsatisfied of Customer e. Constraints e. Legal ICICI
. Interface f. Operational
g. Reliability g. Schedule
h. Technical

Page 15
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PAPA CHART 5C-2 - ISCA (CHP 5)

SDLC PHASE 2: SYSTEM REQUIREMENT ANALYSIS
: |

~ Fact fi-ndi.r-lg -

Analysis of

) S precEnl Sy e

- Analys is of

proposed

L ol

¥

Repo-r;f.ing to |
the

management

a. Documentation
b. Interviews
c. Observation

d. Questionnaires

a. Data files
b. Inputs
c. Documentation
d. Internal control
e. Historical aspects
f. Output
g. Methods,
h. Overall analysis

a. Output
b. Database
c. types &
d. Method &
e. Workload
f. Internal

- Infosys to ICICI

- SRS (System
Requirement
Specifications)

- SRS if signed
becomes
Contract

PAPA CHART 5C-3 - ISCA (CHP 5)

SDLC PHASE 3: SYSTEM DESIGNING

i Architectural

design

Data Flow

De.si_gn

User

In‘re{'che |

Physical

Design

Hierarchy
of modules

and
sub modules

Flow of
data from

one component
to another.

MT: FC road pe

a. Output
b.Input
- Form
- Content
- Timeliness
- Volume
- Format
- Media

Hardware
and Operating
System
Requirements

Page 16




1 N

PAPA CHART 5C-4 - ISCA (CHP 5)
SDLC PHASE 4: ACQUISITON & DEVELOPMENT

]

ACQUISITION DEVELOPMENT
Hardware Software Contracts, Validation 1. Program | |2.Programming| |3.Program 4. Program B. Program 6. CHARACTERISTICS
Acquisition| [ Acquisition| |Software license - Checklist Coding Languages Debugging | | Documentation| | Maintenance OF A GOOD CODED
- Point Scoring " - High Level PROGRAM:
- Benchmarking Eoin - Scripting - Removal - Infosys to - _Othzr'wise - Usability
- Public Reports| | syntax shall - Prolog of Icrcr it becomes - Reliability
- Testing be - Object Sy Difidared - Readability
taollowad (for further
: - Accuracy
maintenance) =
- Readability
- Accuracy
- Robustness
- Efficiency

PAPA CHART 5C-5 - ISCA (CHP 5)
SDLC PHASE 5: TESTING

¥

'INTEGRATION TESTING FINAL ACCEPTANCE

A. STATIC ANALYSIS A. Bottom Up A. Recovery A. Quality Assurance
i. Desk Check

ii. Walk through B. Top- Down B. Security B. User Acceptance
ii. Code Inspection - Alpha
C. Regression analysis C. Stress - Betfa

B. DYNAMIC ANALYSIS D. Performance,
i. Black Box

ii. White Box
iii. Grey Box

79



PAPA CHART 5C-7 - ISCA (CHP 5)
SDLC PHASE 7: MAINTENANCE

PAPA CHART 5C-6 - ISCA (CHP 5)

SDLC PHASE 6: IMPLEMENTATION
|

OPERATION

POST

CHANGEOVER

CHANGEQVER IMPLEMENTATION
MANUALS
STRATEGIES ACTIVITIES
- Development - Preventive -Cover Page
- Site preparation - Direct Implementation - Procedure Conversion - Operational - Corrective -Preface
- Installation - Parallel - File Conversion - Information - Scheduled -Guide
- Checkout - Pilot - System Conversion - Rescue -Troubleshooting
- Phased - Personnel and equipment - Adaptive -FAQs
- Perfective -Glossary and
L -Contact details
Page 18
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PAPA CHART 3B - (CHP 3)

Types & Hiir'ar'chy of ISP

¥

ORGANISATION

¥ ! ¥ ¥ ¥
USER SECURITY ACCEPTABLE USAGE INFO. NETWORK CLASSIFICATION
Responsibility & Requirements Use but enly upto a a certain Tt sets out the policy for Tt sets out policy for | | It sets out policy for
limit security of information prorection of Classification
Network

CONDITION OF

CONNECTION

e

S

7

PAPA CHART 3C - (CHP 3)

LOGICAL com ROLS |
EXPOSURES
(IF LOGICAL ACCESS CONTROLS ARE WEAK)

To Profect software &| | - Online Terminals - Anyone - Data - Identification || TECHNICAL | |ASYNCHRONOUS| |COMPUTER CRIME
EQ;_FTL‘émzll:-! - Dial up Ports - Hackers - Password Libmr’y - Authentication (On data (On Network) (Impact of earlier
Password, etc - Telecommunication | | - Competitors | |- Application Software| | - Authorisation H/w & 5/w) - Piggybacking two)

(Even this path should - Crackers - System Software - Worms - Data Leakage - Fin. Loss
be equally protected) - Employees - Printer - Trojan Horse - Wire Tapping - Legal Loss
- Foreigners - Log File - Round Down | |- Denial of Service - Disclosure
- LS. Personnel - LAN - Data Didding - Spooling
- Auditor - Logic Bomb - Credibility
- Trap Door - Sabotage
- Salami
Technique
Page 6
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PAPA CHART 3D - ISCA (CHP 3)
| PHYSICALCONTROLS |

94

ISCA CHAPTER (PAPA CHART '

Page 7



PAPA CHART 3F - (CHP 3)

Manegari

al Controls

SYSTEM

PROGRAM

v

¥

e

QUALITY DATA OPERATIONS
DEVELOPMENT MAINTENANCE ASSURANCE § ADMINISTRATION

Planning Concurrent Audit To ensure all the ph f SDLE | | Developersmust | | Since data is critical itis | | Managers are responsible for Fire
Controlling Post Implementation Audit L. Preliminary Tnvestigation ensure the imporfant fo mainfain e s Water

Organising General Audit 2besign quality of the .in'\.tegri:y, retﬁql?_ili‘]’y, sof - theyeant iy Dusf
Leading 3.Testing software is availability and accuracy of : i Power

4 Analysis checkedbeforeit| | data, by appointing senior R B R Tnstrusions

5 Feasibility is delivereed to trustworthy person, e o ELE Soke Faching

6.Implement user., maintaining & moniforing corrective measures. Virus:

7.Maintenance logs of data.
8PIR

PAPA CHART 3G - TSCA (CHP 3)
| APPLICATION CONTROLS |
g = v ¥
PROCESSING
- f
Field Record File
1Prenumberd | |A)Transcription Completeness MT: LCD pe A ki 1.Password 1. Version Usage. - Cryptography Please refer llog 1. ALL 1.PRINT RUN Please refer
2.Sequenced 1.Addition Accuracy Valid picture dekhenge 2.Sequence 2. Internal & External -I-CARDS chart # 3H 2Logof Pre All the Transation chart # 31
3.Perodical (876-87066) check Labelling -PIN Printed form of transation file,must be| | 2.PRINT SUSPENSE
Audit 2.Truncation LLimitcheck 3. control 3. Data file Security || - Biometric Device 3.5election of uploaded on master file Moniforing of
(876-87) eg:Field shouldn't be >6 4. Resonableness 4. Before & After - Password right Printer suspense A/c
3.5ubstitution check Image & Logging 4.No time gap betn 2. 8 IENCE
(B76-867) 2.Cross check eg:Rate of gold 5. File Updating & distribution Sequence of transation 3.5TANDING DATA
egicredit sales should charged 2600 Maintenance & collection file & master file Price Table discount
B)Transposition compared with debtor 5. Valid sign Autherization 5Retention control should be same table of database
1.5ingle ('+' sign is used for dis | | 6. Parity Check 6.5pool shall be protected
(49-94) 3.Check digit count it will be 3. SUSPENSE
2Multiple egiCCV Of be ) 4, RECOVERY
(123-321) [To check franscripting Whenever transaction Backup useful
& transposifion errors] file & master files are in case of failure
not matched, it should
4 Arithmetic check 5Valid code 6 Picture check create suspense a/c
eq:different ways eq:OTP(check against egno. in field of name
validate result predetermined code) rejected
=
Page 8
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PAPA CHART

3H - ISCA

summarizing data.

2. Arithmetic & Logical
Unit (ALU)

3. Registers

States
3. Timing Controls
4, Companent
Replication

protect areas of
memory assigned to
a program from
illegal access by
another program.

REAL MEMORY ] VIRTUAL MEMORY DATA
PROCESSOR CONTROLS PROCESSING
CONTROL CONTROL CONTROLS
\ S ~J L
Components 0.5. Controls MT: REFER
The processing Real Memory Virtual memory exists when
subsystem is 1. Control Unit 1. Error Detection controls seek fo the addressable storage 1.RUN TO RUN
r'e.spo_ns hie f?r (Cu.) & Correction derect & Corr'ec‘r_ space is larger than the 2. Edit checks
compuTlrLg,_so rting, 3 . errors that occur in aveilable real memory sace. \ e
classifying & 2. Multiple Execution memory cells & to 3. Field Tnitialisation

To achieve this outcome, a
control mechanism must be
in place that maps virtual
memory addresses into real

memory addresses.

4. Exceptional Report
5.Reasonableness

Verification

PAPA Chart 31 - ISCA (CHP#3)

Physical Components

Line Error

Tapslogicel

Controls

Control
Communi Port Protecti E
Media . UT!IOCI * PNE_ R Multiplexers] r'r'or._'
tion Lines Devices Detection
Kion=
Guided &
Guided

Contention
Methods

Internet
Working

Controls
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PAPA CHART-7A -ISCA (CHP 7) MASTER CHART

CYBER STANDARDS CYBER FORENSIC AUDIT (COMPULSORY)
LAW l DEPARTMENT ;
Wy
u e * —
4 ¥ ¥ ¥ Y ¥ v v
SCOPE IS0 27001 5A 402 ITIL WHAT BANK STOCK EXCHANGE INSURANCE Co.
Ll
¥ ¥ R 2 ¥ ) _ %
WHAT: WHAT: WHAT: CONTROL SYSTEM AUDIT SYSTEM AUDTT
Alkover tndia It defines best When user Itisasetof practices By using specific scientific 1. Operator & Programmer 1. SEBT defirnes scope. 1. Oncein 3 yrs.
including Jammu & | | practices, Framework organisation that describes. 2. Annual review of Audit policy 2. Auditor submits AP, 2. Audit Firm min exp. 3-4 yrs.
Kashmir. However, as : for s.e.;_cu"”-‘/ f‘f outsolirces service procedures & tools, this department 3. QA atleast once in 3 yrs. two monhs before audit 3. Internal Auditor cant do
ber Sec 75 Infz;mm“-i;'s-m organisations, it is | | checklist to establish X 4. Change management control 3. Report to Stock exchange system Audit
st ichmark for e : colleets / gathers : ) )
o S curity. Tt is also Thadmy 0‘1‘.. . ﬂﬂj‘l.rfl?\.}m.ﬂ I?vel §f 2 B‘_our'd _|s responsible 4, 5tock exchange submits PRELIMIN{&RIES
Nationelity TF iy kniown as TSMS. Tt audﬁ?r' of .use.r' i Qmﬂp&?en?y._IT e e i) 6. Uniformity of software fo SFBI. 1 LCTCG.Tfﬂn
assists fo achieve organisation to | | focuses on aligning IT 7.BCP 5. Non-cempliances to be 2.IT Applications used
person commits CTIA. check the systems Services with the can be pr‘oduczd in the corrected within 3 months 3. Whether hosted centrally
fraud against any of service needs of Business. AUDTT 4. Listof New products
system which is BENEFITS organisation court of LAW. Auditor should : AUDITOR SELECTION 5. Previous unresolved issues
loéated in Tridic OR 1. Risk Management Auditor should BOOKS: 1. be independent & competent NORMS 6. Internal Circulars
: 2. Bulding Confidence | | check risk control,|| 1. Service Strategy 2. have right to inspect data 1. Min Exp of 3 yrs. 7. Notifications by IRDA
tsing Metwork of 3. Allows independent | | reliability, privacy, 2. Service Design 3. focus on Critical IT controls 2. Professional Degree CONTROL
India, will also be reviews security of service|| 3.Service Transition 4. Cover Large & medium brariches 3. No Conflicting Interest 1. Min. Manual Tntervention
punished. 4 Extension of orgqniﬁdfii}n 4, Se.r'-.\r'it:e'Openﬁion 5. should be addressed with 4. Knowledge of Best Practices 2. Seemlessly Integrated
For Sections current quality Systems 5. Continual Service independence & accountability 5. No pending cases of 3. Comment on Audit Trail
Refer Chart # 78 improvement in engagement letter, previous Auditee 4. Separate Login
Deéigg:dl_i!u’g ?“’-"-Pn“ Patni - Charts can also be downloaded Prepared by:
- CA.C5, , B.Com., CISA LN P ¥ ol £ : iloatal ) ’
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Creation of Data
in Electronic form

PAPA CHART -7B -ISCA (CHP 7)

Offences r/w Sec. 66

Intermediaries

['sec7o|

Digital Signature - Valid

Scope

Sec. 6

E-Filing

Body Corporate r/w Sec 85 | Controller & Certifying Authority |

Confiscation

Fine Rs.25000 (if not mentioned) | [E00 0

C.6.'s powers

Sec. ba

Services in e-form; *only
after C.6.'s approval

Punishments for Sec. 43

Intermediaries not liable
* Prima facie

[ sec.05

Blocking from Public Access

0
~

Retention allowed in e-format
*after satisfying 3 conditions

Sending Offensive message:-
ssly Offensive
- To misle

- Known to be False

Sl Authority To access Computer |

Examiner

Critical Infrastructure

Power of Police

Sec.7a

National Nodal Agency

| Sec. 81

Cyber Law always prevail
* except Patents & Copyrights Act

g

£

Cyber Law & Negotiable
Instruments Act

Abetment

Sec. 10

Sec. 10a

Attempt To Commit
*100% Fine * 50% imprisonment

Sec. 14

Offences in Company

Audit [[_ = | Punishment for stolendata |
: 2 2 ERErgEnGy Respanse Toam l Sec. Bla
Government ” aile | Tdentity Theft |
I SEC | Misrepresentation |
No one can insist/force govt. || ed. 660 | Cheating (eg:Aurangabad uncle) |
Sec. 72 | Misuse of power |
Central Govt. & Digital Signature | ok Unauthorised images of Coc. B4
Private Area | Sec. 72a Breach of Contract | S
Contracts |
[ Sec. a6f | Cyber Terrorism | e DSC not issued / accepted; | Sec.B5 |
Secured Data (frm encryption 5 & still used
Till decryption) | Sec.67 | Obscene |
DSC issued: & used for

Sec.15

Secured Electronic Signature “ . |

Sexually Explicit

| Sec. 74

Unlawful purpose

g
& £
Yo

Sec. 16

Security procedures for Sec 14 & 15 | | Sec. | |

Sexually Explicit - MINOR
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- CA, CS, LLB, B.Com., CI5A
= Expertise bnowledge in ISCA, IT, SM, LAW
- Presence all over India at the Age of 29
- Also known as the "Motivational Guru™

@'ﬂm

Swapnil Patni's Classes

Now available in 115 cities in India

Charts can also be downloaded

from : www.swapnilpatni.com

Contact No.: (020)-24456748
H011851796 / 9011854240

115

Prepared by:
- Harsh Ratan Meghwani
www.officialtah.wordpress.com




PAPA CHART 1A - ISCA (CHP 1)

B

CORPORATE GOVERANCE

ENEFITS

IT GOVERANCE

INTERNAL CONTROLS

STERING COM

MEMBER

Itis asub set of Corporate 1)value Broader than IT Gov. o make It is a standard of Internal Formed by Board - Auditor - Monitoring 1) Assets
Where IT Will be so evaluted 2)Risk DIT is tune with Balance sheet true control To monitor IT Dept. - Head of all depts. - Development 2) Vulnerability
Directed & Monitored to 3)User satisfaction|| Business & fair. Balance sheeft will - IT Experts of standard 3) Threats
achieve stake holders objective. 4)Compliances 2)Board will take the be as per GAAP. Where. I = - Contfraolling TT Dept 4) Exposure
5) Optimum Util. || responsibiliry gerent will ensure || 1) Conrol Environment - Lawfullness 5) Attack
3)IT Decision will be balance sheet is made as ||2) Risk assessment - security 6) Counter measure
QPE:F:?:»E::; as per business req. || per accounting priniciples. | | 3) Control Activity ~Reslove conflicts 7) Residual Risk
4)compliances of law 4) Assurance & Information 8) Risk
5)iransparent process 5) Monitoring 9) likelihood
),

4
ENABLERS

KEY MANAGEMENT OF
IT COMPLIANCES AS PER

COBIT

PAPA CHART 1B - ISCA (CHP 1)

L 4

¥

CUSTOMISATION

v

COMPONENTS

HOW TO MAKE IT

TUNE WITH

BUSINESS

IT & BUSSINESS

STRATEGY

COMPLIANCE

REVIEW

NS

133

1)Meeting Stakeholders P’ICS‘OL 1)External Compliances applicable || Because when cobit | (1)Val IT As per Requirements of 1) Increased value 1)Tt will be in tune with bus. 1)Itis Key enabler || 1)Enterprise objective VICE-VERSA 1)SEBL
2)Covening End o End 1)Policy 2)Adjust existing policies was not there IT ||2)IS0 27001 stakeholders 2) Decreased Risk 2)Address gaps 2)Existing IT 2)SOX
3)Holistic 2)Process 3)Confirms Was not in fune less || 3)ITIL 3) User Satisfication 3)Management 2)IfIT 3)Target IT 3)Cyber Law
4)single Integrated 3)People 4)Obtain assurance from external value more Risk. A)Risk IT 4) Compliance quidelines(Responsibility fails business fails| | 4)6aps in 3&4 4)Stack exchange
5)5eperating Goverance | |4)Information 5) Optimum utilize Measurement) that's why IT 5)Strategies To fullfill gap 5)CARQ
From Management 5)Culture 6) For all sizes & sectors || 4)High level requirement goverance 6)communication
6)Organation 7) End fo End 5)Responsibility of plan,build, importance.
Structure run & monitor
T)Service
Page 1



PAPA CHART 1C - ISCA (CHP 1)

EVALUATE DIRECTNONITOR | EVALUATION |

¥

RISK MANAGAMENT

GOVERANCE

IT IN TUNE IT 6OVERANCE

INTERNAL CONTROL

SOURCE ASSURANCE RISK MANAGEMENT

WITH
BUSSINESS

DIMENSION

w

Ca should have Leadership - Scope - Monitar I.C.
enough skills Corporate Governance Stucture. :':;:mm - - Review Effectiveness
for checking IT Business Governance Process ~Tnterpretation - Self Assessment
pratices Risk 4 E"“"g:i:sm’?"m - Identify Deficiencies
Performance - Risk Exposures - lgan, Sco| Ae., &
Xecute Assurance
Control dddress ety Initiatives
of Risk management
Process

i 7 pnil Patni
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